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General description:

Most of the times the individual nodes of a wireless sensor network (WSN) may be distributed (or scattered) in a hostile environments where there is a chance for manipulating the nodes to either transmit false data or to access data exists.  In order to provide a secure environment for the nodes so that they cannot be tampered or in order to detect tampered nodes, we implement data encryption. We use a key to encrypt and decrypt the data transmitted or received (Either to use the same key for encryption and decryption or to use different keys for encryption and decryption depends on the encryption algorithm used). Hence it is very important to securely transmit the key to the nodes without being pried by intruders. In this report we will discuss in detail some of the techniques that can be used to securely distribute the keys to the different nodes of a WSN.   

Worth of investigation:

In the present information age, information is considered to be wealth. This is applicable to an individual or an organization or a country. Hence Data security is supposed to be of high priority. In the case of WSN, where the nodes are scattered in a geographical location, which might be hostile, there is a high probability of threat for data security. In order to face this security threat, we implement encryption for securing the data. But here comes one more problem, the secure distribution of key to the nodes (This key is used to decrypt and encrypt data. Hence if it fells in the hand of an intruder, there is a high probability of data manipulation and /or theft). Hence it is worth to investigate different secure methods in which we can distribute the keys to its rightful owners (nodes).
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General outline of the project:

I am planning to follow the following  outline for the final project report. There might be some changes that might be necessary in due course of time as the project progresses. 

· Abstract and keywords.

· Introduction to wireless sensor networks.

· What is the necessity of security for WSN?

· How encryption can help a WSN to be secure.

· The role and the importance of key in a encryption based WSN.

· Different techniques to exchange the keys between different nodes in a WSN securely.

· Conclusion.

· References.

